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Telecommunications and Networks

1. Computer Networks

2. Wireless Networks & Security



Learning objectives

 specify which components of a communications system are 

necessary to exchange information within and between businesses;

 explain the basic components and terminology of networks, 

including the Internet;

 identify the benefits available through the introduction of computer 

networks;

 identify the advantages and disadvantages of the client/server 

architecture in comparison with traditional approaches;



What’s a network

A group of devices that can communicate with 

one another - hosts

Physical connections between devices are called links
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What’s the Internet

A worldwide, public network connecting millions of

devices 

Internet is a network of networks!
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Introduction to 

Computer Networks 

▪ End systems are connected by communication links and packet 

switches 

▪ Network Edge

▪ access networks (how you access the Internet)

▪ physical media (how the network is physically connected 

      to the Internet)

▪ Network Core

▪ packet switches



Introduction to Computer Networks 

An access network is a network that connects directly to the end user.

Pcmag http://www.pcmag.com/encyclopedia/term/37391/access-network



Advantages of a Network

Facilitating 
communications

Sharing 
hardware

Sharing data 
and information

Sharing 
software

Transferring 
funds



network advantages

Reduce cost compared to traditional communications. 

 If information has to be sent to another location, the cost of sending 

is very low compared to other methods

 Meetings can be conducted by conferencing, 

 Money & time is saved on transport and accommodation



network advantages

Reduce time for information transfer. 

 rapid transfer of information. 

 operate 24 hours a day with people working in different time zones. 

 product designs could be accelerated significantly. 

 Customer service queries can also be turned around more quickly 

through the use of telecommunications.



network advantages

Enable sharing and dissemination of company information. 

 share information 

 information accessible to all departments

 flow of information

 big benefits of intranets. 

 information is always up to date



network advantages

Enable sharing of hardware resources such as printers, backup, 

processing power 

 cost of equipment such as printers or scanners to be shared between 

members

 a print server to schedule the jobs and store them while they are 

pending.

 security of the users’ data increased

 server performs regular backups.

 administrative tasks made easier by centralising equipment



network advantages

Promote new ways of working 

 use group-working tools 

 electronic data interchange 

Operate geographically separate businesses as one. 

Through using wide-area

 operated as one rather than as separate business units in different 

geographic locations, 

 use common ways of working 

 Sharing of information 

Restructure relationships with partners. 

different companies can also collaborate better. 



Advantages of a Network



network disadvantages

 initial setup cost high, 

 considerable period before the costs are paid off

 considerable practical difficulties. 

 companies become reliant on networks, and 

 breaks in service can be very disruptive. 

 investment in network maintenance is vital

 reduced security more access points to sensitive data. 



Internet



Internet

 The Internet allows communication between millions of connected 

computers worldwide 

 The Internet is a large-scale client/server system

 early 1990s when the web browser adopted , growth of widespread 

use

 There are 4.72 billion internet users in the world today. 

 The total number of internet users around the world grew by 332 

million in the past 12 months (Google)



ISP

 client PCs are connected via local Internet service providers 

(ISPs)

 ISPs linked to larger ISPs with connection to the major 

national and international infrastructure or backbones

 multiple backbones connect to high-speed links 

 e.g. into Europe and through to the rest of the world

 high-speed links like motorways on the ‘information 

superhighway’ 

 many end-user tools e.g. web browsers and e-mail 



world wide web

provides a standard method for exchanging and publishing 

information on the Internet 

based on formats such as HTML (Hypertext Markup Language) 

been widely adopted because:

 interactive, user input e.g. forms

 links

 easy to read on different access devices

 graphics and animations



world wide web

success due to combination of web browsers and HTML

 easy to use 

 navigation via links

 supports multimedia 

 popular with users and advertisers

 able to scale

 standardization 

 means easy exchange of information



Network Architecture

(Source: Shelly et al.)
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Networks (Structures)

Client/Server

 Consists of clients, which are computers that request data, and 

servers, which are computers that supply data

 File servers act like a network-based shared disk drive

 Database servers store data but don’t store programs

Peer-to-Peer (P2P)

 All computers on the network communicate directly with each 

other without relying on a server



Networks (Structures)

Client/Server

 Clients - request data   

 Servers - supply data

Peer-to-Peer (P2P)

 All computers on the network communicate directly with each 

other without relying on a server



Client & server architecture

▪ Client

 Sends requests to servers (for a service)

 Don’t communicate with other clients

web browsers don’t communicate with each other

▪ Server

 Always on

 Awaits requests for services

 Fixed IP address

E.g. 192.168.1.2



why use client / server ?

 1970s and 1980s large mainframes used terminals with limited 

functionality

 client/server gives the opportunity for shared operations

 faster execution & cost savings with distributed processing

 although client PCs more expensive, PC-based servers were much 

cheaper 

 easier to use with new graphical user interfaces & customization

 develop their own applications and view data to their preference

 graphics improved analysis of business data 

 Centralised user administration, archiving and data security remained



Peer to peer (P2P) architecture

▪ Direct communication between hosts/end systems called 

peers 

▪ No server reliance

▪ Peers request & provide information

▪ Cost effective because:

 No server infrastructure

 No server bandwidth
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client / server disadvantages

system management problems

High cost of ownership 

 more that can go wrong 

 running different applications and modifications by end-users 

 more support staff

Instability 

 complex and involves integrating different hardware and software 

 less reliable



client / server disadvantages

Performance 

 processing graphics cause delays at the client end 

 less power

 e.g. travel agency = longer queues & poorer customer service. 

 many banks and travel agents have retained their mainframe-

based systems where performance is critical

Lack of worker focus 

 the freedom of choice can lead to non-productive time-wasting



Network Operating system (NOS)

control the access to and flow of information around a network 

provides the following functions:

 access control or security with user accounts 

 file and data sharing

 communication between users 

 sharing of devices.

most popular: Novell Netware and IBM LAN Manager

Also part of UNIX OS in UNIX-based servers

 used by Sun Microsystems, Hewlett-Packard and IBM)

NOS features now in Microsoft Windows



servers

Servers are vital to an information system, 

regulate the flow of information around the network

used to store large volumes of data

Network servers run the network operating system (NOS), 

NOS = software that is used to manage the network, 



servers & NOS

Maintain security 

restrict access to information with usernames

Sharing of peripheral devices 

e.g. printers and tape drives

Sharing of applications

reduced costs with a ‘site license’

Sharing of information 

stored within the server as files or in databases

maintained by the NOS 



servers

 applications and data managed better when stored on a server. 

 ensure data security, Data quality, and easier to audit 

 may be split between several servers to share the load (>20 users) 

 all be linked by the network to ensure that the data are accessible 

by everyone 

 can have separate file server, print server, password server and 

database server. 

replication  = same version of data exists on different servers.

distributed computing = sharing of functions across several computers 



servers

 blade servers are often dedicated to a single application 

 storage and other facilities also provided in chassis

 substantial initial investment in hardware and implementation

 but have advantages with longer term benefits 

 space, 

 power consumption, 

 cable reduction, 

 reliability, and 

 economy of scale 



server – critical functions in an IS

Performance 

 fast enough to handle all user requests

 built in margins for future growth in users and network traffic 

 suitable amount of memory, 

 a fast hard disk, 

 a fast processor

Capacity 

 large hard disk capacity



server – critical functions in an IS

Resilience/fault tolerance 

 whole network does not ‘crash’

 use preventive measures 

 installing an uninterruptible power supply

 running two disks in parallel

disk mirroring or 

redundant array of inexpensive disks (RAID)



server – critical functions in an IS

Clustering 

 spread the load across different servers 

 improving reliability and performance 

 linking several servers 

 enable parallel processing 

 share tasks between processors 

 storage mirroring

 store duplicate copies of data on different servers 

 improve performance and reduce the risk of failure



types of servers



WAN – Wide Area Network

Covers a wide geographic area, such as a country or the world

(Source: Shelly et al.)



LAN – Local Area Network

Connects computers and 

devices in a limited 

geographic area such as an 

office, building, or group 

of nearby buildings

(Source: Shelly et al.)



Types of Networks (other)

 MAN (Metropolitan Area Network)

 Covers a city or a suburb

 HAN (Home Area Network)

 Uses wired, cable, or wireless connections to link a household’s 
digital devices

 PAN (Personal Area Network) 

 Uses short-range wireless technology to connect an individual’s 

personal electronics like cellphone, PDA, MP3 player, notebook 

PC, tablet, and printer



Networks

Intranets

 An organization’s private network that uses the infrastructure and 

standards of the Internet and the web

Extranets

 Private internets that connect not only internal personnel but 

also selected suppliers and other strategic parties

Virtual Private Networks (VPN)

 Private networks that use a public network, usually the Internet, 

to connect remote sites



Networks



Networks

(source: Microsoft)



IP
header

IPsec
header

Secure
payload

headquarters
branch office

salesperson
in hotel

Public
Internet

laptop 
w/ IPsec

Router w/
IPv4 and IPsec

Router w/
IPv4 and IPsec

Virtual Private Network (VPN)



Topology



Networks

A network topology refers to the layout of the computers and 

devices in a communications network

Star networkBus network Ring network



Bus network

▪ All nodes are connected to a single wire or cable

▪ It is easy to implement and extend

▪ It is less expensive than other topologies

▪ If a connection in the bus is broken, the entire network may 

stop working



Ring network

 All nodes are connected in a 

continuous loop

 It flows in only one direction 

therefore there is fast and no 

danger of collisions.

 If a connection is broken, the 

entire network stops working



Star network

 All nodes are connected through a 

central host

 If a connection is broken between any 

communication device and the hub, the 

rest of the devices on the network will 

continue operating



Physical Media



Physical Transmission Media

Twisted-pair cable

Coaxial cable

Fiber-optic cable



(Source: Shelly et al.)



Wired Communications Media

 Twisted-Pair Wire

 2 strands of insulated copper wire twisted around each other

 Twisting reduces interference (crosstalk) from electrical signals

 Data rates are 1 – 128 megabits per second

(Source: Integrated Publishing)



Wired Communications Media

 Coaxial Cable

 Insulated copper wire wrapped in a metal shield and then in an external 

plastic cover

 Used for cable TV and cable internet electric signals

 Carries voice and data up to 200 megabits per second

(Source: Integrated Publishing)



Wired Communications Media

 Fiber-Optic Cable

 Dozens or hundreds of thin strands of glass or plastic that transmit beams 

of light, not electricity

 Can transmit up to 2 gigabits per second

More expensive than twisted-pair or coaxial cable

 Lighter and more durable than twisted-pair or coaxial cable

More difficult to tap into than twisted-pair or coaxial cable

(Source: Integrated Publishing)



Physical Transmission Media



Communications Devices

A hub or switch connects several devices in a network together



Communications Devices

A router connects multiple computers or 

other routers together and transmits 

data to its correct destination on a 

network

Many are protected by a hardware 

firewall



Networking Hardware

 Network adapters: use to connect a PC to a network

 Also called network interface card (NIC) when in the form of an 

expansion card

 Come in a variety of formats

 PCI (Peripheral Component Interconnect)

 USB

 PC Card

 Adapter must match the type of network being used (Ethernet, Wi-

Fi, Bluetooth, etc.)



(Source: Shelly et al.)



Network standards
OSI (Open Systems Interconnection) 

Model



OSI model

Application layer

 provides functions for privacy, messaging and file transfer.

Presentation layer

 data-transfer protocols such as SMTP, HTTP and FTP.

Session layer

 manages session and connection coordination, 

 is specific to each presentation-layer type such as SMTP, HTTP or FTP

Transport layer

 ensures data integrity

 TCP



OSI model

Network layer

 routing and forwarding

 opening and maintaining links between servers. 

 handles the routing of the data 

 Internet protocol (IP) 

Data link layer 

 defines the rules for sending, receiving and acknowledging exchange 

 at the level of 1s and 0s.

Physical layer

 Low-level



Analogy

Network of highways, roads and intersections.

Goods are sent in a package.

The package is put inside a truck.

The truck takes a route between the original location and the 
destination.

A packet is like the truck

Communication links are like the roads

Switches are like the intersections

The data is the package



TCP/IP model

▪ based on standards & rules called protocols

▪ Internet protocols are known as TCP/IP 

▪ TCP is a protocol used to control a packet

▪ IP is a protocol used for the format of a packet

▪ packet header information used to pass the packet





TCP/IP Packets

1. source IP number (sender)

2. destination IP number (receiver)

3. number of packets 

Data is too big for one packet

assigned a number like 1 of 6, 2 of 6, …, 6 of 6

4. packet number, sequence (each packet)

may arrive out of order (1, 6, 3, 2, 5, 4)

re-sequence the packets

back in the correct order



Network - Packet Collision Schemes

 Collisions happen when two data packets are going opposite directions on shared 
media

 Ethernet – deals with collisions

 All devices send data at once

 Collisions happen regularly

 Data is simply resent until it arrives

 Token ring – avoids collisions

 Devices take turns sending data

 Token is sent around the ring

 Wait to get the token, then send data

 Pricier than Ethernet



What’s a protocol?

human protocol    computer network protocol

Hi

Hi

Got the
time?

2:00

TCP connection
 request

TCP connection
response

Get http://www.awl.com/kurose-ross

<file>
time



Networks – Application layer

• Network edge - end systems or hosts

• PCs, laptops, phones etc.

• Application layer

– What applications run on your PC that require 

communication with other end systems?

• 2 Architectures

1. Client-Server architecture

2. Peer-to-peer (P2P) architecture



Application Layer



HTTP

hypertext transfer protocol (HTTP)

standard to allow web browsers and servers to transfer requests

the web browser will request information from the server 

using the HTTP protocol. 

use http:// are used to prefix web addresses (https) 



HTTP

HTTP ‘get’ messages for requesting

HTTP ‘send’ messages.

Web pages and graphics transferred as packets, 

The inventor of HTTP, Tim Berners Lee, describes its purpose as follows 

(Berners Lee, 2000): 

HTTP rules define things like which computer speaks first, and how they 

speak in turn. When two computers agree they can talk, they have to 

find a common way to represent their data so they can share it.



URL

The technical name for web addresses is uniform or universal 

resource locators (URLs) 

similar to postcodes

Web addresses prefixed by ‘http://’ to denote the http protocol 

many sites start with ‘www’

Web addresses are structured in a standard way as follows: 

http://www.domain-name.extension/filename.html



domain name

domain name = name of the web server e.g. name of the company

The extension is known as the global top-level domain (gTLD). 

There are also some 250 country-code toplevel domains (ccTLD).

Some common gTLDs are:

 .com represents an international company e.g. www.google.com

 .co.th = company based in Thailand

 .ac.th = university

 .org.th or .org = not-for-profit organizations (e.g. 

www.greenpeace.org)



HTTP overview

HTTP: hypertext transfer protocol

▪ Web’s application layer protocol

▪ defines the message structure

▪ defines how to pass messages

▪ client/server model

 client: browser requests, 
receives, and “displays” Web 
objects

 server: Web server sends 
objects in response to 
requests

PC running
Browser

Server 
running

Apache or IIS

Mac running
Browser



Transport Layer



Transport services and protocols

 provide logical communication 
between application processes 
running on different hosts

 transport protocols run in end systems 

 sender side: breaks application 
messages into segments, passes to  
network layer

 receiver side: reassembles 
segments into messages, passes to 
application layer

 more than one transport protocol 
available to applications

 Internet: TCP and UDP

application
transport
network
data link
physical

application
transport
network
data link
physical



Internet transport-layer protocols

TCP :

• Transmission Control 
Protocol 

• reliable, in-order delivery

• congestion control 

• flow control

• connection setup

UDP :

• User Data Protocol 

• unreliable, unordered 
delivery

• no-frills extension of 
“best-effort” IP

• services not available: 

– delay guarantees

– bandwidth guarantees



Internet transport protocols services

TCP service:

▪ connection-oriented: setup 

required between client and 

server processes

 Uses handshake procedure

▪ reliable transport between 

sending and receiving 

process

▪ flow control: sender won’t 

overwhelm receiver 

▪ congestion control: throttle 

sender when network 

overloaded

▪ does not provide: timing, 

minimum throughput 

guarantees, security

UDP service:

▪ lightweight

▪ minimal services

▪ unreliable data transfer 

between sending and receiving 

process

▪ does not provide: connection 

setup, reliability, flow control, 

congestion control, timing, 

throughput guarantee, or 

security 

• If throughput at a minimum rate 

is required then UDP is used



TCP segment structure

source port # dest port #

32 bits

application
data 
(variable length)

sequence number

acknowledgement number

Receive window

Urg data pnterchecksum

FSRPAU
head
len

not
used

Options (variable length)

URG: urgent data 
(generally not used)

ACK: ACK #
valid

PSH: push data now
(generally not used)

RST, SYN, FIN:
connection estab
(setup, teardown

commands)

# bytes 
rcvr willing
to accept

counting
by bytes 
of data
(not segments!)

Internet
checksum

(as in UDP)



Transport services available to applications

1. Reliable Data transfer

2. Throughput

3. Timing

4. Security



Reliable Data transfer

▪ Can’t afford to loose data

▪ Guaranteed delivery

▪ Services that need reliable data transfer

 File transfer, email, remote host access, financial

▪ Services that don’t need reliable data transfer

 Loss-tolerant applications 

 Multimedia data loss results in small glitches (not 

critical)



Throughput

▪ Fluctuates

▪ Services can offer a specific rate (bits / second)

▪ Used by ‘bandwidth sensitive applications’

 Internet Telephony (encodes voice at 32 kbps)

-the lower rate would result in a useless service

 Some multimedia applications

▪ Other ‘elastic applications’ do not require specific rates

 Email, file transfer



Timing

▪ Appeals to ‘real-time’ applications

▪ Internet Telephony & teleconferencing

▪ Multiplayer games

❖ Need timing constraints to be effective

❖ Example: within 100 ms (milliseconds), 0.1 sec



Security

▪ Encryption

▪ Data Integrity

▪ End-point authentication

❖ Performed at the transport layer 



What transport service does an app need?

Data loss

▪ some apps (e.g., audio) 
can tolerate some loss

▪ other apps (e.g., file 
transfer, telnet) require 
100% reliable data transfer 

Timing

▪ some apps (e.g., 
Internet telephony, 
interactive games) 
require low delay to be 
“effective”

Throughput
• some apps (e.g., 

multimedia) require 

minimum amount of 

throughput to be 

“effective”

• other apps (“elastic 

apps”) make use of 

whatever throughput 

they get 

Security
▪ Encryption, data 

integrity



Transport vs. network layer

• network layer: logical 
communication between hosts

• Postal service is the logical 
communication between the 
two houses

• transport layer: logical 
communication between 
processes 

• Ann and Bill are the logical 
communication within the 
houses.

Household analogy:

12 kids sending letters to 12 kids

• processes = kids

• app messages = letters in envelopes

• hosts = houses

• transport protocol = Ann and Bill

• network-layer protocol = postal 
service



Network Layer



2 key network-layer functions

• forwarding: move packets 

from router’s input to 

appropriate router output

• routing: determine route 

taken by packets from 

source to destination. 

– routing algorithms

analogy:

▪ routing: process of 
planning trip from source 
to destination

▪ forwarding: process of 
getting through single 
stage of a journey

Note: before datagrams flow, 

two end hosts and intervening 

routers establish a virtual 

connection



1

23

0111

value in arriving

packet’s header

routing algorithm

local forwarding table

header value output link

0100

0101

0111

1001

3

2

2

1

Interplay between routing and forwarding

Every router has a 

forwarding table

Routing algorithms 

determine the values in 

the tables



Datagram networks

▪ End systems send packets with the destination address

▪ packets forwarded using the destination host address

▪ packets may take different paths to the same destination

▪ no call setup

▪ routers: no state about end-to-end connections

 no network-level concept of “connection”

application
transport
network
data link
physical

application
transport
network
data link
physical

1. Send data 2. Receive data



IP datagram format

ver length

32 bits

data 
(variable length,
typically a TCP 

or UDP segment)

16-bit identifier

header
 checksum

time to
live

32 bit source IP address

IP protocol version
number

header length
 (bytes)

max number
remaining hops

(decremented at 
each router)

for
fragmentation/
reassembly

total datagram
length (bytes)

upper layer protocol
to deliver payload to

head.
len

type of
service

“type” of data 
flgs

fragment
 offset

upper
 layer

32 bit destination IP address

Options (if any) E.g. timestamp,
record route
taken, specify
list of routers 
to visit.

how much overhead 
with TCP?

 20 bytes of TCP

 20 bytes of IP

 = 40 bytes + app 
layer overhead



IP Fragmentation & Reassembly

▪ Different link-layer protocols 
carry different size network-
layer packets

▪ Ethernet up to 1500 bytes

▪ large IP datagram divided 
(“fragmented”)

 one datagram becomes 
several datagrams

 “reassembled” only at final 
destination

 IP header bits used to 
identify, order related 
fragments

 ID same datagram

 Flag more y/n , 1 or 0

 Offset insert position

fragmentation: 
in: one large datagram
out: 3 smaller datagrams

reassembly

4000 bytes
1500 bytes 

or less



IP Addressing: introduction

 IP address: 32-bit 

identifier for host, 

router interface 

 interface: connection 

between host/router 

and physical link

 router’s typically have 

multiple interfaces

 host typically has one 

interface

 IP addresses associated 

with each interface

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

223.1.1.1 = 11011111 00000001 00000001 00000001

223 1 11



Switch: self-learning

 switch learns which hosts 

can be reached through 

which interfaces

 when frame received, 

switch “learns”  location of 

sender: incoming LAN 

segment

 records sender/location pair 

in switch table

A

A’

B

B’

C

C’

1 2
3

45

6

A A’

Source: A

Dest: A’

MAC address  interface      TTL

Switch table 
(initially empty)

A 1 60



Link & Physical Layers

Links

 Cable

 Wireless (later)

Nodes

 Hosts

 Routers 

 Hubs and Switches

So the link layer deals with how packets are send over 
individual links (via the physical channel)



Network Components

 Connections

 Wired – twisted-pair, coaxial cable, or fiber-optic

 Wireless – infrared, microwave (Bluetooth), broadcast (Wi-Fi) or 

satellite

 Hosts & Nodes

 Host: the central computer that controls the network

 Node: a device that is attached to the network

 Packets

 The format for sending electronic messages

 A fixed-length block of data for transmission



Thank you!
any questions?
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